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Abstract. We formally specify the recet DRM scheme of Nair et al.
in the crl processalgebraic language. The security requirements of
the scheme are formalized and using them as the basis, the scheme is
veri ed. The veri cation shows the presenceof security weaknessesn the
original proto cols, which are then addressedin our proposed extension
to the scheme. A nite model of the extended scheme is subsequerly
model chedked and shown to satisfy its design requirements, including
secrecy fairness and resisting content masquerading. Our analysis was
distributed over a cluster of machines, allowing us to ched the whole
extended scheme despite its complexity and high non-determinacy.

1 Intro duction

Recert years have seena rapid increasein the popularity of personal devices
capable of rendering digital contents. Large content providers as well as inde-
penden artists are looking forward to these new opportunities for selling their
copyrighted materials, necessitatingthe developmert of systemsto protect digi-
tal contents from illegal accessand unauthorized distribution. Tednologiesused
to enforcepolicies controlling usageof digital contents are referredto as Digital
Rights Managemert (DRM) techniques.A major challengein DRM is enforcing
the policies after contents have beendistributed to consumers.This problem is
currently addressedby limiting the distribution of protected contents only to
the so-calledcompliant devices(e.g.iPods), that by construction are guaranteed
to always enforcethe DRM policies assaiated with the contents they render.

A unique concept of DRM-preserving content redistribution was proposed
in [30], hereafter called NPGCT scheme,where usersact also as content redis-
tributors. This potentially allows consumersto not only buy the rights to use
a content, but also to redistribute the content in a controlled manner. From a
security point of view, this is technically challenging, sincethe resulting system
forms a peer-to-peer network of independert devices,eact of them a consumer,
an authorized distributor, and also a potential attacker. Recen sobering expe-
rience [22] has shonvn that DRM techniques are inherently complicated and if
carelesslyenforcedcan infringe on customers', as well asvendors', rights. These
serne as motivation for using formal methods to verify the NPGCT schemeto
provide both content vendors and customersa certain degreeof con dence in
the security and fairnessof the system.



Contributions Our contribution in this paper is twofold. First, on the se-
curity side, we formally specify the NPGCT protocols and analyze them. Our
analysisrevealstwo security aws in the scheme.We then proposean extended
scheme,dubbed Nuovo DRM, to addresstheseissues.A formal speci cation and
veri cation of Nuovo DRM is subsequetly preseried and (a nite model of) the
schemeis shown to indeed achieve its designgoals.

Second, we use state-of-the-art formal tools and techniques to handle the
veri cation problem of DRM schemes.We usethe crl processalgebraic lan-
guage[20] and toolset [9] to specify the protocol participants and the intruder
model. Due to the complexity and sheersize of the schemes,we resorted to a
distributed instantiation of the toolset [8] to generateand minimize the corre-
sponding state spaces.In particular, since the Nuovo DRM scheme s highly
non-deterministic due to the presenceof seweral fall-back scenarios,with the
inclusion of an intruder model to the system, it easily runs into the limits of
single-madine state spacegeneration. To the best of our knowledge, we are
the rst to formally verify a whole DRM scheme. Moreover, we adapt the stan-
dard formal model of intruder, namely the Dolev-Yao model [14], to re ect the
restricted behavior of compliant devicesin DRM systems.

Related work Nuovo DRM corntains an optimistic fair exchange protocol.
Optimistic fair exchange protocols have beenintroduced in [4] and since then
have attracted much attention. The closestfair exchangeprotocol to our scheme
is perhapsthe probabilistic synchronous protocol of [5], asit relies on trusted
computing devicesin exdiange. In contrast to [5], we presert a deterministic
asyndronousprotocol that achievesstrong (as opposedto probabilistic) fairness,
but, asa drawbadk, relies on impartial agerts to secureunsupervised exchanges.

In this paper we do not addressmodeling semartics and derivations of rights
assaiated with DRM-protected contents, which constitutes a whole separate
body of researd, e.g. see[32]. We focus on formal analysis of transactional
properties of DRM schemes.Related to this, there are seweral papers on model
cheding (usually small instancesof) optimistic fair exchangeprotocols, e.g.[21,
27,33]. What makesour study unique is the size of the systemthat is automat-
ically analyzed here, as well as, capturing some DRM-speci ¢ features of the
system, e.g.compliant devices,in the model. Constraint solving for cheding fair
exdchangeprotocolshasbeenproposedin [25]. This can detect type- aw attacks,
but is restricted to cheding safety properties. Theorem-proving approacesto
cheding fairnessof protocols[2,7,15] can provide a complete security proof at
the cost of heavy human intervention, and thus cannot be easily integrated in
the protocol designphase.

Structure of the paper We start by explaining the notations and (cryp-

tographic) assumptionsusedin the paper, in Section 2. Section 3 summarizes
the NPGCT scheme,which provides the basisfor our re ned scheme. Section 4
preseris the Nuovo DRM scheme, its assumptionsand its goals. Nuovo DRM

is then formally analyzedin Section 5 and shown to achieve its goals. Finally,

Section 6 concludesthe paper with somepossiblefuture researt directions.



2 Notations and assumptions

Trusted devices assumptions Compliant devicesare tamper-proof hard-
ware, possibly operated by malicious owners, that follow only their certi ed
software. We assumethat compliant devicesare able to locally perform atomic
actions: multiple actions can be logically linked in thesedevices,suc that either
all or none of them are executed. They also contain a limited amournt of secure
scratch memory and non-volatile storage. Theserequiremerts are typically met
by current technologies(e.g. iPods). A legitimate content provider, (abusively)
referred to as trusted third party (TTP), is assumedimpartial in its behavior
and eventually available to respond to requestsfrom compliant devices.
Cryptographic  assumptions In our analysisthe cryptographic operations
are assumedto be ideal a la Dolev-Yao [14]: we assumeaccesso a secureone-
way collision-resistart hash function h; therefore h(x) uniquely describesx. A
messagem encrypted with symmetric key K is denoted f mgx , from which m
can only be extracted using K. Notations pk(X) and sk(X) denote the public
and private keys of erntity X, respectively. In asymmetric encryption we have
ff MQsk(xyGpk(xy = ff MOpk(x)Tsk(x ) = M. Encrypting with sk(X') denotessign-
ing and, for corvenience,we let m be retrievable from f mgg(x ).

Notations C and D denote compliant customer devices,respectively owned
by owner(C) and owner(D). P denotesa trusted legitimate content provider. A
DRM-protected content is denotedby M . The nite setof all protected contents
is denoted Cont. It is assumedthat unique descriptors (e.g. hash values) of
all M 2 Cont are publicly known. The ( nite) set of all possiblerights in the
protocols is denoted Rgts. The term Rx (M) represernts the rights of device X
for content M .

3 The NPGCT DRM scheme

The NPGCT schemewas proposedasa DRM-preserving digital content redistri-
bution systemwhere a consumerdoublesup asa content reseller.In this section
we brie y describethe NPGCT schemeand then presert the results of its formal
analysis. For a detailed speci cation of NPGCT see[30].

3.1 NPGCT proto cols

The scheme consists of two main protocols: the rst distributes contents from
provider P to client C, the secondallows C to resellcontents to another client D.
Pro vider-customer  proto col (P2C) The protocol is initiated by the
owner of C who wants to buy item M with rights R from provider P. From [30]:

1: C! P : Requestcontent
2: C$ P :Mutual authentication, [payment]
IP! CifMogk;FKgu(c)iR; ;
=meta-data of M, =fh(P;C;M; ;R)Qsp)



Here acts as a certi cation that C has beengranted rights R and helpsin
proving C's right to redistribute M to other clients. It alsobinds the meta-data
to the content, which prevents masqueradingattacks on M .
Customer-customer  proto col (C2C) This part of the protocolis initiated
by the owner of D who wants to buy M with rights R from C. From [30]:

1: D! C :Requestcontent

2: C$ D : Mutual authentication

3C! D:fMgco;fK%up);Rc(M);R% ;; °
%= fh(C;D;M; ;R%0s(c)

4: D:Veries , %and Rc(M) using

5D! C: ;[payment]

= fh(C;P;fMgko; ;R9Gs(p)

By , D acknowledgesthat it hasreceived M with rights R® while and ©
form a chain that helpsto provethat D has beengranted rights R°.

3.2 Formal analysis of NPGCT

We have formally specied and model chedked the NPGCT scheme. In this
section, due to spaceconstrains, we only presen the results of this analysis. The
assumptionsand security goalsof the scheme, their formalization, the protocol
speci cation toolset and the model cheding technology usedhere are similar to
thoseusedfor Nuovo DRM, which are discussedn the following sections.Details
of this analysis along with found attack traces are available online [1].

Two security awsin the NPGCT schemewererevealedin our analysis.First,
in the P2C (and similarly the C2C) protocol, a malicious customer could feed
rights from a previous sessionto the trusted device, becausethe authentication
phaseis not extendedto guarantee freshnessof the content-right bundle that is
subsequetly delivered. This aw allows C to accumulate rights without paying
P for it. As a remedy fresh noncesfrom the authentication phasecan be used
in  to ensurethe freshnessof the whole exchange, c.f. Section 4.

Second,in the C2C protocol, payment is not bound to the request/receive
messagegxdangedbetweentwo customers.Thus, onceD receivesM in step 3,
the owner of D canavoid paying C by aborting the protocol. Sincethis exchange
is unsupervised,the ownersof compliant devicesare forcedto trust ead other to
completetransactions. While it is reasonableto extend such trust to a legitimate
content provider, it should not be assumedfor deviceownersin C2C exchanges.

4 The Nuovo DRM scheme

This sectiondescribesan extensionto the NPGCT, dubbed Nuovo DRM, which
in particular addressesthe security concernsidentied in Section 3.2. Here we
con ne to informal descriptions;a formal speci cation is discussedin Section5.



4.1 Nuovo DRM's goals

We require the Nuovo DRM scheme to achieve the following goals (the same
goalsasthose usedto analyzethe NPGCT schemein Section 3.2):

G1. Eectiv enessA protocol achievese ectiveness whenhonestparticipants
run the protocol, it terminates successfullyi.e. a desiredcontent-right bundle is
exchangedfor the corresponding payment order. E ectiv enessis a sanity chedk
for the functionality of the protocol and is therefore cheded in a reliable com-
munication systemwith no attacker.

G2. Secrecy Secrecystatesthat no outsider may learn \secret" items, which are
usually encrypted for intended receivers.Nuovo DRM (similar to NPGCT) limits
the distribution of protected contents by encrypting them for intended compliant
devices.This schememust thus guarantee that a DRM-protected content never
appearsin plain to any non-compliant device.

G3. Resisting content masquerading Content masqueradingoccurs when
cortent M is passedo as content M© for M 6 MO Preventing this attack
ensuresthat an intruder cannot feed M °to a devicethat hasrequestedM .

G4. Strong fairness Assume Alice owns my and Bob owns mg . Informally,
strong fairnessstatesthat if Alice and Bob run a protocolto exchangetheir items,
nally either both or neither of them receiwe the other party's item [31]. Strong
fairness usually requires the contents exchanged in the system to be strongly
geneatable: in Nuovo, a content provider can provide the exact missing content
if the exdchange goes amiss. Strong fairness also guarantees timeliness, which
informally statesthat, in a nite amournt of time, honest protocol participants
cansafelyterminate their role in the protocolwith no help from malicious parties.
As this is a livenessproperty?, resilient communication channels(assumption A2
below) are necessaryfor fairnessto hold [4]. For an in-depth discussionof fairness
in exchangewe refer the interested readerto [4].

4.2 Nuovo DRM's assumptions

Nuovo DRM is basedon the following assumptions:

Al. Consumercompliant devicesare assumedtamper-proof. Owners of compli-
ant devicesare however untrusted. They may collude to subvert the protocol.
They can, in particular, arbitrarily switch o their own devices(\crash failure
model" in distributed computing terminology).

A2. We assumean asyndironous resilient communication model with no global
clock, i.e. the communication media deliver eact transmitted messageantact in
a nite but unknown amourt of time. Resilienceis necessarywhen aiming for
fairness[18], and is realizable under certain reasonableassumptions[6].

A3. There exists a hierarchy of public keys, with the public key of the root
embedded in each compliant device and available to content providers. Using

! Properties of systemscan be divided into two classes:safety properties, stating un-
wanted situations do not happen, and liveness properties, stipulating desired events
eventually happen. For a formal de nition of these property classessee|3].



such an infrastructure, a device can prove its identity or verify other devices'
identities without having to contact the root. Participant identities (C, D and P)
implicitly refer to these authentication certi cates issuedby the root.

A4. Protocol participants negotiate the price of content in advance.In Nuovo
DRM, the price of the corntent being traded is bundled with the requestedrights.

4.3 Nuovo DRM proto cols

As in NPGCT, our scheme consistsof two main protocols: the rst distributes
content from provider P to client C, the secondallows C to resell cortent to
another client D.
Pro vider-customer  proto col (P2C) The owner of C wants to buy item M
with rights R from content provider P. Here C and P, but not owner(C), are
assumedtrusted.

1: owner(C)! C:P; h(M); R

2: C! P:C; nc

3 P! C:fnp; nc; Cosp)

4 C! P:fnc; np; h(M); R; Pgs(c)

5 P! C:fMgk; fKguc): TR; NcOsp)

In the rst step, the hash of the desiredcontent, retrieved from a trusted public
directory, with a right and the identity of a legitimate provider are fed to the
compliant device C. Following assumption A4, owner(C) and P have already
reached an agreemen on the price. Whether P is a legitimate provider can be
chedked by C and vice versa(seeassumption A3). In step 2, C generatesa fresh
nonce nc and sendsit to P, which will cortinue the protocol only if C is a
compliant device. Message4 completesthe mutual authentication between C
and P. This also constitutes a payment order from C to P. After receiving
this messageP cheds if R is the sameas previously agreedupon (assumption
A4) and only if so, storesthe payment order (for future/immediate encashing)
and performs step 5 after generating a random fresh key K. When C receives
messageb, it decrypts fK gy (c), extracts M and cheds if it matchesh(M) in
messagel, and n¢ is the sameas the noncein message?. If these tests pass,
C updatesR¢ (M) with R, e.g.R is addedto Rc (M ). Note that Rc (M) is not
necessarilyR: C could already have somerights assaiated with M , for instance,
acquired from an earlier purchase.Sincewe abstract away from rights semartics
(seeour related work), the update phaseis left unspeci ed here.

We now de ne a set of abstract actions to highlight important steps of the
protocol. These are used in the formalization processto de ne desired behav-
iors of the protocol. For the P2C protocol, C performs the abstract action
requesi{C; h(M); R;P) at step 4, indicating the start of the exchangefrom C's
point of view. At step 5, P performs issug(P; h(M);R; C), denoting the re-
ceipt of the payment order and sendingthe content to C. Finally C performs
update(C; h(M ); R; P) upon acceptingmessageb, denoting the successfutermi-
nation of the exchangefrom C's point of view. Theseabstract actions are further
discussedin Section5.



Customer-customer  proto col (C2C) The owner of D wants to buy item
M with rights R%from another compliant deviceC. This protocol can be seenas
afair exdhangeprotocol whereC and D want to exchangea content-right bundle
for its assaiated payment sothat either both or none of them receiwe their de-
sireditems. In deterministic protocols, however, achieving fairnessis provedto be
impossiblewithout a TTP [16]. Assumingthat most participants are honestand
protocols go wrong infrequertly, it is reasonableto use protocols which require
TTP's intervertion only when a conict hasto be resolved. These are usually
called optimistic fair exchange protocols [4] and contain two sub-protocols: an
optimistic sub-protocol is executedbetweenuntrusted devices,and if a partici-
pant cannot nish this protocol run, it will initiate a recovery sub-protocol with
a designated TTP .2 Our C2C protocol is an optimistic fair exchange protocol
which usesthe content provider P asthe TTP. The optimistic exchange sub-
protocol is as follows:

1: owner(D)! D :C; h(M); R®

2: D! C:D; np

3: C! D:fnd; np; Dgs(c)

4: D! C:fnp; ng; h(M); R% Cgsp)

5 C! D :fMgKo; fKogpk(D); fRO; Np Osk(c)

This protocol is similar to the P2C protocol and only the abstract actions
are described here: at step 4, D takesthe action requesi{D;h(M ); R% C) when
sending out the messagewhich represerts its payment. At step 5, C performs
issug(C; h(M); R% D) and in the sameatomic action updatesthe right assaiated
with M (re ecting that somepart of Rc (M) hasbeenusedfor resellingM ) and
storesthe payment order signedby D. Note that the atomicity of theseactionsis
necessaryto guarantee that C doesnot store the payment order without simul-
taneously updating the right Rc(M). Upon accepting messageb, D performs
update(D;h(M); R%C).

In this protocol, a malicious owner(C) can abort before sending messageb

to D or this messagecan get lost due to a hardware failure. To prevert such
unfair situations for D, we provide a recovery mechanism to obtain the lost
content.
Recovery sub-proto col The goalis to bring the compliant deviceD badck
to a fair state in caseof a failure in delivering messageb in the C2C protocol.
D can start a recovery sessionwith the content provider P at any time after
sendingmessaget in the C2C protocol. If a connectionwith the provider is not
available, D savesthe current state and simply waits till it becomesavailable.
Once the recovery protocol has been initiated, D ignores messagesrom the
optimistic run of C2C. The purposeof the recovery is to ensurethat D receives
the content and rights that owner(D) wanted (and ostensibly paid for).

2 Fair exchange is attained by ensuring either successfultermination (recovery) or
failure (abortion) for both parties. In Nuovo DRM, if neither party terminates suc-
cessfully, nothing is exchanged and failure is already attained. Hence, no particular
\ab ort" protocol is necessary



5 D : resolvegD)

6:D! P:D;nd

7:P! D:fnd; nd; Do)

8:D! P:fnd; nd; mp; n; h(M); R% Ci; R Pgsp)
9:P! D:fMgco; TK Q) TRY ndgsk (p)

In this protocol D and P behave asif D is purchasing the M -R%content-
right bundle from P using the P2C protocol, except that, in message8', D
reports the failed C2C exchangeit had with C. The following abstract actions
are performed here: reques{D; h(M ); R%P) is performed by D at step 8". At
step 9", P performs issug(P; h(M );R% D) and upon accepting message9', D
performs update(D; h(M ); R% P). The way P resolves (payments of) failed ex-
changesdesenes detailed explanation. This however falls beyond the scope of
our formal analysis and, due to spaceconstraints, is omitted here; see[1] for a
detailed discussion.

One can argue that the recovery sub-protocol may also fail due to lossy
communication channels. As a way to mitigate this, persistert communication
channelsfor content providers canbe built, e.g.,usingan FTP serwer asan inter-
mediary. The provider would upload the content, and the devicewould download
it from the serwer. In order to guararntee fairness, such resilient communication
channelsare generally unavoidable [4] (c.f. assumption A2).

As a nal note, we emphasizethat only tamper-proof compliant devicesare
consideredhere (assumption Al). Theseprotocolscanbetrivially attacked if the
devicesaretamperedwith (e.g.acorrupted D would be ableto initiate arecovery
protocol even after a successfulexchange). Methods for revoking circumvented
devicesand resisting systematic corntent pirating are described in [24,30].

5 Formal analysis

In this sectionwe describe the stepsfollowedto formally verify that Nuovo DRM
achieves its design goals. Our approach is basedon nite-state model chedk-
ing [12], which (usually) requires negligible human interverntion and, moreover,
producesconcrete counterexamples,i.e. attack traces, if the designfails to sat-
isfy a desired property. It can therefore be e ectiv ely integrated into the design
phase.However, a complete security proof of the system cannot, in general, be
establishedby model cheding. For an overview on formal methods for verifying
security protocols see[29]. Our formal veri cation can be seenas a sequenceof
steps: rst, we specify the protocol and the intruder model in the crl pro-
cessalgebraic languageand generatethe corresponding model using the crl

toolset (version 2.17.12). Second,we state the desired properties in the regular
(alternation-free) -calculus, and, nally , ched the protocol model with regard
to the propertiesin the cadp toolset. Below, thesestepsare described in detail.



5.1 Formal specication of Nuovo DRM

The complex structure of Nuovo DRM calls for an expressive speci cation lan-
guage.We have formalized the Nuovo DRM schemein crl , alanguagefor spec-
ifying and verifying distributed systemsand protocolsin an algebraic style [20].
A crl specication describesalabeledtransition system(LTS), in which states
represen processterms and edgesare labeledwith actions. The crl toolset][9,
8], together with cadp [17] which acts as its badck-end, features visualization,
simulation, symbolic reduction, (distributed) state spacegenerationand reduc-
tion, model cheking and theorem proving capabilities.

We model a security protocol as an asyncronous composition of a nite
number of non-deterministic named processesThese processesmodel roles of
honest participants in the protocol. Processesommunicate by sendingand re-
ceiving messagesA messages a pair m = (q; c), where q is the identity of the
intended receiver process(so that the network can route the messagdo its des-
tination) and c is the content of the messageTo sendor receive a messagen, a
participant p performsthe actions send(p;m) or recv (p;m), respectively. Apart
from send and recv, all other actions of processesare assumedinternal, i.e. not
communicating with other participants. These are symbolic actions that typi-
cally denote security claims of protocol participants (e.g. update in Section4.3).
Here, we only presert a crl specication of the honest customer role in the
P2C protocol. For a complete speci cation of Nuovo DRM see[24]. We start
with a very short introduction to crl .

The CRL specication language Ina crl specication, processesare
represerted by processterms, which describe the order in which the actions may
happenin a processA processterm consistsof action namesand recursion vari-
ablescombined by processalgebraicoperators. The operators ™' and "+' are used
for the sequetial and alternative composition (\c hoice") of processesyespec-
tively. The process ,, P(d), where isa (innite) data domain, behavesas
P(d1) + P(d2) +

The customer process In crl specl we specify the customer'scompliant
devicerole in the P2C protocol of the Nuovo DRM scheme.In this speci cation,

Nonce and Key represen the nite set of noncesand keys available in the pro-
tocol, respectively. The set is C's local collection of content-right bundles, n¢

denotesthe noncethat is available to C in the current protocol round, and the
function nxt : Nonce ! Nonce, given a seed,generatesa fresh random nonce.
To simplify the preseration we remove the identities of sendersand intended
receivers from messagesNote that any discrepancyin the received content is
automatically detected in this code: in the last messageijf the rst part does
not agreewith the initial h(M ), the messagewill not be accepted.

Comm unication models  We considertwo di erent communication mod-
els. The rst is a synchronous communication model that is usedto verify the
e ectiv enessproperty (goal G1). In this model there is no intruder and all par-
ticipants are honest. A processp can send a messagem to q only if g at the
sametime canreceiwe it from p. The synchronization betweentheseis denoted
com, which formalizesthe \p! q: m" notation of Sections3 and 4. In order



CRL spec 1 Customer devicein the P2C protocol

C( ;nc)= X recv (P;h(M);R):send (C; nc):

R 2 Rgts
M 2 Cont ¥

recv (fn; nc; Cde(p)):
n 2 Nonc e
gt(and (fnc; n; h(M); R; Pgskc)):request(C; h(M);R; C):
recv (FM gk ; TK gpk(cy: TR NcQgskp)):update (C; h(M);R; P):
K 2 Key
C( [ fhM;Rig;nxt(nc))

to verify the properties G2{G4, an asyndironous communication model is used
wherethe intruder hascomplete cortrol over the communication media. When a
processp sendsa messagean with the intention that it should be received by g,
it is in fact the intruder that receivesit, and it is only from the intruder that q
may receive m. The communications betweenparticipants of a protocol, via the
intruder, is thus asyncronous and, moreover, a participant has no guarantees
about the origins of the messagest receiwes.

Intruder model We follow Dolev and Yao's approach to model the in-
truder [14], with somedeviations that are described below. The Dolev-Yao (DY)
intruder has complete control over the network: it intercepts and remenbersall
transmitted messagesit can encrypt, decrypt and sign messagesf it knows the
corresponding keys, it can composeand send new messagesising its knowledge
and it can remove or delay messagesdn favor of others being communicated.
As it has complete control over communication media, we assumeit plays the
role of the communication media. All messagesre thus channeledthrough the
intruder. Under the perfect cryptography assumption, this intruder has been
shown to be the most powerful attacker model [11]. In our formalization, this
intruder is a non-deterministic processthat exhaustsall possible sequencesf
actions, resulting in an LTS which can subsequetly be formally cheded. Note
that the intruder is not necessarilyan outside party: it may be a legitimate,
though malicious, player in the protocol.

The intruder model usedhereis di erent from the DY intruder in two main
aspects (for a formal speci cation of our intruder model see[24]). Thesedi er-
encesstem from the characteristics of the DRM schemeand its requiremerts:
I1. Trusted devices,that play a crucial role in theseprotocols, signi cantly limit
the power of the intruder 2. However, the intruder hasthe ability to deliberately
turn o its (otherwise trusted) devices.This hasbeenre ected in our model by
allowing the devicescontrolled by the intruder to non-deterministically choose
between cortinuing and quitting the protocol at ead step, except when per-
forming atomic actions. Therefore, in the model, all non-atomic actions a of the
devicesoperated by the intruder are rewritten with a+ o . Thus, the intruder
cannot turn compliant deviceso while thesedevicesare performing an atomic

% In our formalization we ignore the possibility of tampering trusted devices. Coun-
termeasuresfor such casesare discussedin [24,30].
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action. We verify the protocolsin the presenceof this enriched intruder model
to capture possiblesecurity threats posedby these behaviors.

I12. Livenessproperties of protocols can in general not be proved in the DY
model, since the intruder can block all communications. To achieve fairness,
which inherently comprisesa livenessproperty (seeSection 4.1), optimistic fair
exdhange protocols often rely on a \resilient communication channels" (RCC)
assumption, e.g. see[26]. RCC guarantee that all transmitted messageswill
eventualy reach their destination, provided a recipient for them exists [4]. The
behavior of our intruder modelis limited by RCC, i.e. it cannotinde nitely block
the network.* Since the intruder is a non-deterministic processin our model,
to exclude executionsthat violate RCC, we impose a fairness constraint > on
the resulting LTS. Besides,the action com?, used in Section 5.3, represens
communications not required by RCC. A protocol hasto achieve its goalseven
when executions containing com? actions are avoided. A formal treatment of
theseissuesis beyond the scope of this paper and can be found in [10].

As a minor deviation from DY, to indicate violation of the secrecyrequire-
mernt, the intruder processperforms the abstract action reveled when it gets
accessto a non-encrypted version of any DRM-protected content. This action
is of coursenot triggered when the intruder merely renders an item using its
trusted device, which is a normal behavior in the system.

5.2 Regular -calculus

The designgoalsof Nuovo DRM (G1-G4) areencadedin the regular -calculus[28].
This logic coversthe Nuovo DRM's designgoalsin its ertirety, both safety and
liveness,and naturally incorporates data parametersthat are exchangedin the
protocols. The alternation-free fragmert of the regular -calculus can be e -
ciently model cheded [28], and all the formulas that we have veri ed are in this
fragment. Below, a short accourt of this logic is preserted.

Regular -calculus consists of regular formulas and state formulas. Regu-
lar formulas, describing sets of traces, are built upon action formulas and the
standard regular expressionoperators. We use™.", ~ ', ©: " and ~ ' for concatena-
tion, choice,complemen and transitiv e-re exiv e closure, respectively, of regular
formulas. State formulas, expressingproperties of states, are built upon proposi-
tional variables, standard booleanoperators, the possibility modal operatorh i
(usedin the form hRiT to expressthe existenceof an execution of the protocol
for which the regular formula R holds), the necessiy modal operator [ ] (used
in the form [R]F to expressthat, for all executionsof the protocol, the regular
formula R does not hold) and the minimal and maximal xed point operators

and . A state satises X : F i it belongsto the minimal solution of the

4 For instance, a wireless channel provides RCC for mobile devices, assuming that
jamming can only be locally sustained.

5 Two di eren t notions of fairnessare usedin this paper: fairnessin exchange (seeG4)
and fairness constraint of an LTS, which informally states that eac processof the
system has to be given a fair chanceto execute [12].

11



xed point equation X = F(X), F being a state formula and X a set of states.
The symbols F and T are usedin both action formulas and state formulas. In
action formulas they represen no action and any action and in state formulas
they denotethe empty setand the ertire state space,respectively. The wild-card
action parameter ™~ ' represens any parameter of an action.

5.3 Analysis results

In this section we describe the results obtained from the formal analysis of the
Nuovo DRM scheme. Our analysis has the following properties: the intruder is
allowedto have accesdo unboundedresourcesof data (lik e fresh nonces),should
it needthem to exploit the protocol. We consideronly a nite number of con-
current sessionof the protocaol, i.e. eadh participant is provided a nite number
of fresh noncesto start new exchange sessionsAlthough this doesnot, in gen-
eral, constitute a proof of security for a protocol, in many practical situations it
su ces. As security of cryptographic protocolsis not decidable (e.g. see[13]), a
trade-o hasto be made betweencompletenesof the proofs and their automa-
tion. Our analysis method is fully automatic. Following [14], we assumeperfect
cryptography and do not considerattacks resulting from weaknessegf the cryp-
tographic apparatus usedin protocols. Type- aw attacks® are also omitted from
our analysis. Thesecan, in any case,be easily preverted [23].

Our formal analysis consistsof two scenarios.The rst veri es e ectiv eness

(G1) while using the synchronous communication model of Section 5.1. The
secondscenario usesthe asyndronous communication model of Section 5.1 to
verify the remaining properties (G2-G4). Both scenariosconsistof two compliant
devicesC and D that are cortrolled (but not tampered) by the intruder of
Section 5.1. Below, P, as always, represernts the trusted content provider. The
formulas in the following results useabstract actions to improve the readability
of the proved theorems. These actions are explained in Sections4.3 and 5.1. A
complete formalization of theseactions can be found in [24].
Honest scenario Sp: the communication network is assumedoperational and
no malicious agert is presen. C is orderedto buy anitem from P. Then, C resells
the purchaseditem to D. This scenariowas cheded using the Evalua tor 3.0
model cheder from the cadp toolset, con rming that it is deadlock-free, and
e ectiv e as speci ed below.

Result 1 Nuovo DRM is e ective for senario Sp, meaning that it satis es the
following properties:

1. Each purchasereguestis inevitably respnded.

8m 2 Cont ; r 2 Rgts: [T :request(C; m; r;P)] X :(hTiT ~ [: update (C; m;r;P)]X)

A

[T :request(D;m;r;C)] X :(hTiT ~ [: update(D;m;r;C)]X)

5 A type- aw attack happenswhen a eld in a messagethat was originally intended
to have one type is interpreted as having another type.
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2. Each received item is preceded by its payment.

8m 2 Cont ; r 2 Rgts:
[(: issue (P;m; r;C)) :update (C; m; r;P)]F ~ [(: issue(C; m;r;D)) :update(D;m;r;C)]F

Dishonest scenario S;: the intruder controls the communication network and
is the owner of the compliant devicesC and D. The intruder can instruct the
compliant devicesto purchaseitems from the provider P, exchange items be-
tween themselwes and resolve a pending transaction. Moreover, the compliant
device C can non-deterministically choose between following or aborting the
protocol at ead step, which models the ability of the intruder to turn the de-
vice 0 (seell in Section5.1). We model three concurrert runs of the content
provider P, and three sequettial runs of eac of C and D. The resulting model
was cheded using the Evalua tor 3.0 model cheder from the cadp toolsetand
the following results were proven.

Result 2 Nuovo DRM providessecrecy in seenario Sy, i.e. no protected content
is revaled to the intruder (see Section 5.1).

8m : Cont : [T :revealed(m)]F

Result 3 NuovoDRM resistscontent masquernding attacksin Si, ensuring that
a compliant devie only receivesthe content which it has requesta.

8a2 fC;Dg; m2 Cont; r 2 Rgts: [(: request(C; m; r; D)) :update (C; m; r;D)]F *
[(: request(D;m; r;C)) :update(D;m; r;C)]F "
[(: request(a; m; r; P)) :update (a; m; r;P)]F:

Besides, the intruder cannot feed the self-fabricated content mo to compliant
devies:

8a2 fC;Dg; r 2 Rgts: [T :update (C; mo;r;D)]

[T :update (D;mo;r;C)]

[T :update (a; mo;r;P)]F:

FA
FA

Result 4 Nuovo DRM provides strong fairness in S; for P, i.e. no compliant
devie receives a protected content, unlessthe correspnding payment has been
madeto P.

8a2 fC;Dg; m2 Cont; r 2 Rgts: [(: issue (P;m; r;a)) :update (a; m; r;P)]F

N
[T :update (a; m; r;P):(: issue (P;m; r;a)) :
update (a; m; r; P)]F

Result 5 Nuovo DRM providesstrong fairness in S; for D, as formalized be-
low’:

1. As a customer: if a compliant device pays (a provider or reseler devie) for
a content, it will eventualy receive it. 8
Note that there are only nitely many TTPs available in the model, so the
intruder, in principle, cankeepall of them busy, preverting other participants

7 Strong fairnessfor C is not guaranteed here, asit can quit the protocol prematurely.
A proto col guarantees security only for the participants that follow the proto col.

8 The fairness constraint used in the formulas corresponds to the strong notion of
fairnessin [19]: 8 : F! enabled( )) F?! exeuted( ).
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from resolving their pending transactions. This corresponds to a denial of
service attack in practice, which can be mitigated by putting time limits
on transactions with TTPs. As we abstract away from timing aspects here,
instead, the action lasty, is usedto indicate that all TTPs in the model are
exhausted by the intruder. In other words, as long as this action has not
occurred yet, there is still at leastone TTP available to resort to.

8m 2 Cont ; r 2 Rgts: [T :request(D;m; r;P):(: (update (D;m; r;P)) ]
h(: com¥( ; : )) :(update(D;m; r;P))iT
8m 2 Cont ; r 2 Rgts: [T :request(D;m; r;C):(: (resolves(D) _ update (D;m; r;C))) ]
h(: com”( ;1)) :(resolves(D) _ update (D;m; r;C))iT
[(: lastyp) :request(D;m;r;C):(: lastyp) :resolves(D):
(: (update (D;m; r;P) _ lastyp)) ]
h(: comY( ; ; )) :update(D;m;r;P)iT

2. As a reseler: no compliant devie receivesa content from a reseler deviee,
unlessthe correspnding payment has already been made to the reseler.

8m 2 Cont ; r 2 Rgts: [(: issue (D;m; r;C)) :update (C; m; r;D)]F
N

[T :update (C; m; r;D):(: issue (D ;m; r;C)) :update (C; m; r;D)]F

Note that the strong fairnessnotion that is formalized and chedkedheresubsumes
the timeliness property of goal G4, simply becausewhen D starts the resolwe
protocol, which it canautonomouslydo, it always recoversto a fair state without
any help from C.

Theorem 1. Nuovo DRM achievesits designgaals in seenarios Sp and S;.

Proof. G1is achievedbasedon result 1. Result 2 implies G2. Result 3 guarantees
achieving G3. Results 4 and 5 guarantee G4.

6 Conclusions

We have formally analyzedthe NPGCT DRM scheme and found two vulnera-
bilities in its protocols. The schemeis subsequetly extendedto addressthese
vulnerabilities. The extendedsceme,namely Nuovo DRM, asmany other DRM

systems,is inherently complicatedand, thus, error prone. This callsfor expressive
and powerful formal veri cation toolsto provide a certain degreeof con dence
in the security and fairnessof the system. We have analyzed and validated our
designgoalson a nite model of Nuovo DRM. There is of courseno silver bullet:

our formal veri cation is not complete asit abstracts away many details of the
system. For instance, as future work, we are consideringanalyzing the accourt-

ability of the provider, which is taken asnon-disputable in this study, addressing
possibleanonymity concernsof customersand incorporating the payment phase
into the formal model. We are currently working on a practical implementation

of Nuovo DRM using existing technologies,see[1].
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